WHAT IS CLAIMED IS: 

1. An image transmission system for transmitting 
an image via a network, said image transmission system 
comprising : 

one or a plurality of image pickup apparatus each 
having a unique identifying number and having an 
encrypting function for encrypting a picked-up image for 
transmission to said network; 

a key generating apparatus for generating, for each 
said image pickup apparatus , an encryption key for 
encrypting said image and a decryption key for decrypting 
said encrypted image; 

a removable recording medium for recording said 
decryption key and the identifying number of said image 
pickup apparatus in association with each other; 

a viewing apparatus connected with said removable 
recording medium and having a decrypting function for 
decrypting said encrypted image using said decryption key, 
for viewing the image transmitted via said network by 
said image pickup apparatus; and 

an authenticating server for authenticating said 
image pickup apparatus accessible from said viewing 
apparatus . 

2. An image transmission system for transmitting 
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an image via a network, said image transmission system * 
comprising: 

one or a plurality of image pickup apparatus each 
having a unique identifying number; 

a key generating apparatus for encrypting an image 
picked up by said image pickup apparatus and transmitting 
the image to said network, and generating a decryption 
key for decrypting said encrypted image; 

a removable recording medium for recording said 
decryption key and the identifying number of said image 
pickup apparatus in association with each other; 

a viewing apparatus connected with said removable 
recording medium and having a decrypting function for 
decrypting said encrypted image using said decryption key, 
for viewing the image transmitted via said network by 
said image pickup apparatus; and 

an authenticating server for authenticating said 
image pickup apparatus accessible from said viewing 
apparatus . 

3 . An image transmission system for transmitting / 
an image via a network, said image transmission system 
comprising : 

one or a plurality of image pickup apparatus each 
having a unique identifying number; 
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a transmitting apparatus for encrypting an image 
picked up by said image pickup apparatus and transmitting 
the image to said network; 

a key generating apparatus for generating, for each 
said image pickup apparatus, an encryption key for 
encrypting said image and a decryption key for decrypting 
said encrypted image; 

a removable recording medium for recording said 
decryption key and the identifying number of said image 
pickup apparatus in association with each other; 

a viewing apparatus connected with said removable 
recording medium and having a decrypting function for 
decrypting said encrypted image using said decryption key, 
for viewing the image transmitted via said network by 
said image pickup apparatus; and 

an authenticating server for authenticating said 
image pickup apparatus accessible from said viewing 
apparatus . 

4. An image transmission system for transmitting^ 
an image via a network, said image transmission system 
comprising : 

one or a plurality of image pickup apparatus each 
having a unique identifying number and having an 
encrypting function for encrypting a picked-up image for 
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transmission to said network; 

a key generating apparatus for generating, for each 
said image pickup apparatus, an encryption key for said 
image pickup apparatus to encrypt the image and a 
decryption key ; 

a removable recording medium for recording said 
decryption key and the identifying number of said image 
pickup apparatus in association with each other; and 

a viewing apparatus connected with said removable 
recording medium and having a decrypting function for 
decrypting said ^encrypted image using said decryption key, 
for viewing the image transmitted via said network by 
said image pickup apparatus . 



5. An image pickup apparatus used in an image 




transmission system for transmitting an image via a 
network, said image pickup apparatus comprising: 

a recording unit for recording a unique identifying 

number; 

an encrypting unit for encrypting a picked-up 
image ; and 

a communicating unit for transmitting said 
encrypted image to said network. 

6. An image pickup apparatus as claimed in claim 5, 
wherein said communicating unit includes a 



receiving unit for receiving an encryption key for 
encrypting said image from a key generating apparatus. 

7. An image pickup apparatus as claimed in claim 5, 
wherein said communicating unit includes a USB port. 

8. An image pickup apparatus as claimed in claim 5, 
wherein said recording unit records an IP address . 

9. An image pickup apparatus unit comprising: 

an image pickup apparatus having a unigue /" 
identifying number and having an encrypting function for 
encrypting a picked-up image for transmission to a 
network ; and 

a removable recording medium for recording a 
decryption key for decrypting the image encrypted by said 
image pickup apparatus and the identifying number of said 
image pickup apparatus in association with each other. 

10. An image pickup apparatus unit as claimed in 
claim 9 , 

wherein said image pickup apparatus receives an 
encryption key for encrypting said image from a key 
generating apparatus . 

11. An image pickup apparatus unit as claimed in 
claim 9 , 

wherein said removable recording medium receives 
the decryption key for decrypting said image from a key 
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generating apparatus . 

12. An image pickup apparatus unit as claimed in 
claim 9, 

wherein said image pickup apparatus is a USB camera . 

13. An image pickup apparatus unit as claimed in 
claim 9, 

wherein said image pickup apparatus is an IP camera. 

14. A key generating apparatus for generating an 
encryption key used for encryption processing in 
transmitting an image via a network, and a decryption key, 

wherein said key generating apparatus generates the. 
encryption key for encrypting said image and transmits 
the encryption key to an image pickup apparatus having a 
unique identifying number and having an encrypting 
function for encrypting a picked-up image for 
transmission to the network; and 

said key generating apparatus generates the 
decryption key for decrypting said encrypted image and 
transmits the decryption key to a removable recording 
medium for recording said decryption key and the 
identifying number of said image pickup apparatus in 
association with each other. ^ 

15. A key generating apparatus as claimed in claim 

14, 

61 



wherein said key generating apparatus has a linking 
function for linking said image pickup apparatus to said 
network . 

16. A key generating apparatus as claimed in claim 

14, 

wherein said key generating apparatus has a 
compressing function for compressing the. image picked up 
by said image pickup apparatus . 

17. A program for making a computer function as 
the key generating apparatus of claim 14. 
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